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“Until now, no one had really
doubted the authenticity of the SMS.”

ust 13 short years since a
Vodafone engineer sent the
very  first  Short  Message
Service (SMS) of “Merry
Christmas” to his colleagues,
more then a billion SMS’%

are now traveling around the

globe daily. They have evolved
from their original function as a tool for
Telecommunications Companies (lelco’s) to
send service status messages to their subscribers,
into a communications phenomenon. SMS has
become such an integral part of our society, just
like email, it is hard to imagine a world without
them. From the teenagers who have adopted
SMS as their preferred way of communicating,
to voting for your favourite contestant on the
latest reality TV show — SMS are here to stay.
FEven the education system is getting on the
SMS band wagon with students now receiving
their academic results via SMS.

We humans are not the only ones using the
once humble SMS. Innovative companies are
now releasing devices that employ SMS to
function, like auto alarms that send the owner/
police/security company the GPS co-ordinates
of their vehicle when 1t detects movement; or
the soft drink machines that can receive SMS’s
and dispense a can of soda charged back to the
sender’s mobile account.

All things considered just how secure is the
SMS?

There was a recent scandal in the Czech
Republic where the leader of the opposition
received an SMS invitation for a meeting
with the Prime Minister — from the PM’
mobile number — but the PM claims to have
never sent the SMS. Someone was able to
“spoof” the Prime Minister’s mobile number
through an insecure Short Message Service
Centre (SMSC) and the Teleo’s were unable
to deny or confirm its authenticity. Needless
to say, this caused quite a panic — not only
amongst the political parties, but every
mobile user who relied on the assumed
security of SMS.

Some significant situations where SMS has
become the communications medium of choice
in many countries include daily petrol prices
sent to the petrol stations, people trading
shares who send details to stock brokers, and
major voting decisions in parliament. Can
you imagine what would happen if any of
these were spoofed? A sense of paranoia has
gripped those who are aware of the problem
and they are thinking twice before believing
anything sent via SMS. If it happened there, it
can happen here too — and who’s to say it isn’t
already happening?

This scandal has highlighted a major
security flaw in the SMS system and has left
many mobile users distrusting the SMS as a
credible form of communication. Unul now,
no one had really doubted the authenticity of
the SMS. You could see the mobile number of
the sender and it did not occur to most people
that it might be fake. Still, for most users who
only send an SMS to say they are “Running
late” and other non critical messages, it has not
changed the way they use SMS5.

A woman received an SMS in the middle of
the night stating that it was her husband and
that he was in trouble “Bring cash now!” She
checked the number and it was definitely her
husband’s. She grabbed their “emergency”
money and ran out the door to his rescue
right into the arms of some attackers waiting
outside. The husband was fine and no one had
touched his phone, but the fraudulent SMS
was sent and the mobile service providers
could not determine its origin.

This scenario demonstrates a very real
danger in the future of clever crime, and
something that the public should be aware
of. The days of blindly trusting the SMS are
over. As with every new technology, there are
always those who will try and manipulate it to
their advantage, including law enforcement
agencies. There are an increasing number
of cases where SMS spoofing has been used
to trap criminals, i.e. setting up meetings

where the criminals arrive holding their
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